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Decision/action requested

Add gap analysis for security risk assessment in section 6.10.1.4
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3
Rationale

Add gap analysis in section 6.10.1.4 related to network security risk assessment analysis
4
Detailed proposal

First Change
6.10
Security related issues
6.10.1
Security risk assessment

6.10.1.1
Use case

Security risk assessment can detect anomalies in managed objects, e.g. NF, identify potential security risks and propose countermeasures to mitigate them. Security risks may originate from a variety of different sources and target distinct network objects resulting in different abnormal behaviours, e.g. sudden increase in computing and storage in a virtualization environment, sudden increase of load in network links, abnormal communication patterns between NFs, excessive latency in accessing a NF, relocating a NF in an unexpected location or interrupting the relocation of a NF.      

To assess security risks, the management plane can leverage the benefits of MDAS. An MDAS producer can identify a security risk issue by correlating different performance measurements and alarms, i.e. performing a root cause analysis to locate the malicious source and the network objects affected. Such activity can be triggered when certain performance measurements and KPIs indicate an abnormal network behaviour, which is not related to another known faults.  

The MDAS producer should correlate the usage, e.g. considering the NF procedures for supporting a number of UEs or other events, with the corresponding resource usage, e.g. in terms of CPU, storage and disk. If no other fault alarms indicate another reason, an unexpected resource usage should trigger a security risk analysis to identify the issue based on a private security risk database that resides on the MDAS producer. The MDAS producer can notify the MDAS consumer, e.g. MnF or NE, and provide recommendations to mitigate the identified security risk. The MDAS consumer based on the recommendations can isolate the malicious network objects, e.g. NF, and can also provide recommendations to harden the network in order to avoid similar security risks in the future.   
6.10.1.2
Potential requirements
REQ-SEC_CON-1 The MDAS producer should have a capability to provide the analytics report describing the security risk to authorized consumers based on the correlation of current and predicted performance measurements and alarms. 

REQ-SEC_CON-2 The analytics report describing the security issue should contain the following information describing the current and future security risk issue:

-
Identify the type of security risk. 
-
Location and network objects affected by the security risk.

-
Root cause analysis of the security risk issue.

-
   Recommended action to isolate and/or restrict the security risk issue and harden the network security. 

6.10.1.3
Possible solutions

6.10.1.3.1
Solution description

The solution considers security risk assessment related to network. The MDAS producer correlates and analyzes performance measurements and alarm data considering the network topology and configuration data related to statistics or predictions to identify the type of security risk.

6.10.1.3.2
Data required

The following data is required to perform the corresponding security risk assessment analysis.
	Data category
	Required data

	Alarm Data
	Alarm information - types of alarms   

	Service Data
	S-NSSAI as defined in clause 5.15.2, TS 23.501 [13]. MDAS may derive network topology information

	Performance Measurements

	Failures and disruptions:

-  Number of abnormal releases: DRB, QoS flows, PDU sessions, UE context in serving cells as per TS 28.552 [8]

-  Disruption measurements: CQI/MCS as per TS 28.552 [8]

-  Excessive delay in accessing NFs (e.g. AMF or SMF)

-  NF abnormal and excessive communication, e.g. AMF uses a different SMF without performing the expected selection process or it overloads an SMF unexpectedly.   

-  Intra/inter-gNB handover: failures - long handover time as per TS 28.552 [8]

Virtualized resources/behaviour:

-  Virtual resource usage of NF: The resource usage of virtual network functions, see clause 5.7.1 of TS 28.552 [8]

-  Virtual NF Re-location: Timing/duration and success rate 

-  Frequency of virtual NF Re-location: Rate of relocation 

-  Virtual NF location: NF location with respect to a data network 

NF context information as per TS 28.552 [8]:

-  Number of UEs/periodic registration updates (AMF)

-  Number of PDU sessions/modifications, QoS flows (SMF)

-  N4/N6/N9 measurements or packet delay, traffic volume, link usage, packet loss (UPF)

-  Number of application trigger requests rejected (NEF)

-  Number of failed NF service registration/update, discoveries due to unauthorized NF/error (NRF)

	Configuration Data

	NRM attributes affecting the location and virtual NF resource allocation and configuration

NRM update reports (notification and log) containing the creation or changes of the MOIs affecting the virtual NFs

	Network Topology 
	Topology of the network  


6.10.1.3.3
Analytics report

The MDAS producer offers a new Security Analytics service to the MDAS consumer, which supports security risk assessment related providing the following analytics results:
	Analytics Report of Security risk assessment
	Attribute Name 
	Description

	
	Security Incident Identifier
	Identifier that indicates the security risk (e.g. DDoS, malicious NF, etc.)

	
	Type of Analytics
	Statistics or Prediction of security risks  

	
	Location
	Geographical location that the security risk affects

	
	Affected Objects
	NF, PDU session, QoS Flow, Slice

	
	Start/Stop Time
	Starts/stop time of the security risk issue

	
	Root Cause 
	The originator of security issue to isolate fast the problem.

	
	Severity Level
	The severity level (e.g. critical, medium, not important) of the security risk issue

	
	Recommended Actions

	Recommendation actions to resolve the security risk issue:

-  Isolate/terminate NF, terminate PDU session, throttle signalling from NF or UE, block UE, etc.

- Harden security on specific NF, firewall update, scaling resources, load balancing, admission control, etc. 




6.10.1.4 
Evaluation 
The solution described in clause 6.10.1.3.1 requires the analytics inputs as described in clause 6.10.1.3.2, wherein

· Input related to alarm data, configuration data and network topology are available.
· Input PMs: Number of abnormal releases, Disruption measurements, Intra/inter-gNB handover and Excessive delay in accessing NFs (e.g. AMF or SMF) are specified in TS 28.552[8].
· Virtualized resources/behaviour are specified in TS 28.552[8].
· IP address of virtual NF is available.
· NF context information for AMF, SMF, UPF, NEF, NRF are specified in TS 28.552 [8].
· The following PMs related to 5GC NFs shall be specified: 
· NF abnormal and excessive communication.
· The following PMs related to virtual NFs shall be specified: 
· Virtual NF Re-location: Timing/duration and success rate.
· Frequency of virtual NF Re-location: Rate of relocation. 
· the network topology can be reflected by the NRMs defined in TS 28.541 [20].
With these analytics inputs which are already defined or accessible, the analytics output as described in 6.10.1.3.3 can be derived.

Therefore, this solution is a feasible candidate for security risk assessment. 
End of Change
